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Exploring the future of open

and many other topics that
matter to you!

RNP Tech News is RNP’s technical-scientific
newsletter, distributed through the professional
social network LinkedIn. Published every two
months, it features articles of interest written
by network researchers and other professionals
working in the field of innovation. In addition,
the newsletter follows major trends in
Information and Communication Technologies
(ICTs), both in Brazil and internationally.

Subscribe and
follow us here.
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® Message from the Director

Welcome to the
27th WRNP in Praia
do Forte, Bahia

It is with great satisfaction that we welcome
participants to WRNP 2026, held this year in
theinspiring setting of Praia do Forte, Bahia. By
bringing together researchers, managers, spe-
cialists, entrepreneurs, and partners from the
innovation ecosystem, this event reaffirms the
commitment of the research and education com-
munity to advancing technology and building a
more collaborative and sustainable digital future.

For more than two decades, Workshop RNP has
served as a space for converging ideas, experi-
ences, and projects that drive the development
of information and communication technologies
applied to education and science. Throughout
these days, participants will have the opportunity
to explore innovative initiatives, follow research
and development projects, take partin technical
panels and discussions on themes shaping the
future of advanced networks and their services.
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Thisyear's program has been carefully designed
to promote the exchange of knowledge and
strengthen connections among academia, gov-
ernment, companies, and startups. Topics such
as artificial intelligence applied to academic
networks, international cooperation, quantum
communication, and the role of universities in
the development of national technologies are
among the highlights participants will find in
our discussions.

More than a technical event, WRNP is a collab-
orative environment. Here, ideas find partners,
projects gain visibility, and new opportunities
for cooperation emerge. It is also a space to
strengthen our community and expand the impact
of research and development initiatives for the
benefit of education, research, and society.

We hope every participant makes the most of
this opportunity for learning, networking, and
inspiration. May the conversationsinitiated here
turn into new partnerships, projects, solutions
capable of drivinginnovationin Brazil and beyond.

Welcome to WRNP 2026. «

IARA MACHADO

DIRECTOR OF RESEARCH,
DEVELOPMENT, AND
INNOVATION AT RNP

RNP
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DEAR READERS,

In 2026, we introduce structural and symbolic
changes that reflect the continuous evolution
of the event.

Forthefirsttime, the WRNP was organized across
two venues. On May 25 and 26, activities were
held at the Praiado Forte Convention Center.On
the morning of May 27, we were welcomed by the
Angelina Rodrigues Municipal School, marking
an unprecedented gesture of engagement with
the local community and reinforcing RNP's com-
mitment to the democratization of science and
technology. As a counterpart for the use of the
schoolfacilities, the WRNP organization deployed
improvementsinthe classrooms used during the
event, leaving a legacy for the school.

Traditionally, the WRNP has always taken place
during the first two days of the SBRC. This year,
we also innovated by extending our activities
into a third day, featuring a session dedicated
to updates on regional research infrastructure
projects, as well as the first meeting of the Net-
work of Startups supported by RNP.

We are also delighted to momentarily bring back
our colleague Daniela Brauner, former RNP R&D
manager and an active contributor to previous

Photo: RNP

editions of the WRNP. Now working at Géant—the
European association of academic networks—
Daniela brings an international perspective on
Artificial Intelligence, significantly enriching
our program.

Another major milestone is the implementation of
astructured action to promote gender diversity.
For the first time, we granted registration-fee
waivers to female students, encouraging the par-
ticipation of young women in ICT and strength-
ening representation at the event.

Finally, we celebrate an important editorial
achievement: we produced the fifth edition
of this magazine, distributed to WRNP partici-
pants, and for the first time also released a digi-
tal English version, expanding the international
reach of RNP's R&D initiatives and reinforcing
our global presence.

May WRNP 2026 be inspiring, inclusive, and filled
with transformative connections! e

LEANDRO CIUFFO

EXECUTIVE COORDINATOR
OF THE 27TH WRNP

27°

w Workshop
RNP
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® _ LISANDRO GRANVILLE

Lisandro Granville,

‘Digital sovereignty
is notisolation, it
Is the autonomy

to choose,

says Lisandro Granville

ACCORDING TO RNP'S DIRECTOR-GENERAL, BRAZIL BY HENRIQUE GIMENES
MUST BE PREPARED FOR CRITICAL SCENARIOS

WRNP MAGAZINE 27° Workshop RNP |||




LISANDRO GRANVILLE

Discussions around digital sovereignty have gained momentum in recent years, driven mainly by the
growing dependence on data, platforms, and technological infrastructures. The topic has become
part of the development agendas of countries seeking to strengthen their scientific and innovation
capabilities, including Brazil.

In the fields of science and education, digital sovereignty plays an even more strategic role, since it
is necessary to ensure advanced connectivity, security, digital identity, and processing capacity. For
RNP's Director-General, Lisandro Granville, achieving sovereignty does not meanisolating the country
from the international landscape. On the contrary, cooperation is what enables countries to expand
capabilities, share knowledge, and build safer and more sustainable technological alternatives.

In this interview with the WRNP MAGAZINE, Granville analyzes the challenges of digital sovereignty in
Brazil and discusses how academic networks and shared infrastructures can help reduce technolog-

ical dependencies and strengthen the country’s innovation capacity.

WRNP MAGAZINE: Digital sovereignty is a topic
that has frequently appeared in the media. In
practical terms, what does digital sovereignty
mean for Brazil today?

LISANDRO GRANVILLE: It is the ability of a
country to make informed, sustainable, and exe-
cutable choicesregardingcritical infrastructures,
data, and technologies — and to sustain those
choices through governance, security, technical
expertise, and predictable investments. This
includes everything from connectivity, identity,
and cybersecurity to storage, processing, digital
platforms, and data management. It is not about

“producing everything locally” or denying global

interdependence; it is about reducing depen-
dencies that, in critical moments, can become
operational bottlenecks, unpredictable costs,
or limitations on decision-making.

In Brazil's case, digital sovereignty is especial-
ly relevant because both the economy and the
public sector are moving toward increasingly
deep digitalization, while data and computing
capacity become strategic assets. Having sov-
ereignty therefore means being able to establish
requirements (such as continuity, auditability,
data protection, interoperability, portability,
and compliance ) and having real alternatives
whenever a technology, provider, or contrac-
tual arrangement no longer serves the public

interest. In other words: sovereignty is not iso-
lation; itis the autonomy to choose responsibly.

In the context of academic networks and the
science, technology, and innovation system,
this means ensuring that the infrastructure
supporting education, research, and innova-
tion(advanced connectivity, identity federation,
digital services, data, and security) is aligned
with national objectives and with trust arrange-
ments compatible with the public mission of
institutions.

WRNP MAGAZINE: Why has this topic become
so strategic in recent years, especially given
the acceleration of digital transformation and
artificial intelligence?

LISANDRO GRANVILLE: Digital transformation
had already been advancing, but artificial intel-
ligence accelerated the process and raised the
level of demands: more data, more computing,
more connectivity, and more security. Almodels
depend on massive volumes of data, intensive
processing environments, and complex chains
of software, services, and infrastructure. When
these components are concentrated in the
hands of a few players, this affects not only
pricing, but also timelines, availability, technical
requirements, interoperability standards, and
even terms of use. Fora country, thisbecomes
a strategic issue because it affects economic

WRNP MAGAZINE 27 © Workshop RNP |||
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LISANDRO GRANVILLE

competitiveness, scientific capacity, and the
continuity of critical services. In addition, the
international landscape has made it increasing-
ly clear that technological dependencies can
quickly turn into vulnerabilities due to trade
restrictions, unilateral platform policy changes,
product discontinuation, abrupt costincreases,
or contractual requirements that may conflict
with the public interest. As aresult, the debate
is no longer merely technical: it now involves
development strategy, skills training, long-term
sustainability, and coordination capacity among
government, academia, and private sector.

WRNP MAGAZINE: What are the main risks for

a country that relies excessively on foreign

technologies? And how can we avoid treating

this debate in an oversimplified way, as if sov-
ereignty meant isolation?

LISANDRO GRANVILLE: The risks manifest them-
selvesinthree maindimensions. Thefirstistech-
nicaland operational: service continuity, incident

response capacity, auditing, transparency, and

control over critical components. The second is

economic: dependency can lead to rising costs,
limited budget predictability, and technological

lock-in, when migration becomes too expensive

or evenunfeasible. The third is strategic: critical

dependencies reduce a country’s decision-mak-
ing margin in times of crisis, geopolitical ten-
sions, or regulatory and commercial changes.
To avoid oversimplifications, it is important to

make one thing very clear: digital sovereignty is

not about closing doors. Science is collaborative

and international by nature; academic networks

exist precisely to enable that collaboration. The

key pointisto build alternatives, portability, and

negotiation capacity, reducing dependencies on

structural components. Rather than framing the

discussion simply as “national versus foreign,”
we should ask which assets are critical, which

requirements are non-negotiable (such as secu-
rity, compliance, continuity, and interoperability),
which parts can safely be outsourced, and which

require trust and governance arrangements

more closely aligned with the public interest.

WRNP MAGAZINE 27 © Workshop RNP |||

WRNP MAGAZINE: Does digital sovereignty
mean pursuing total self-sufficiency, or is it
possible to think about hybrid models with
diversified partnerships and suppliers?

LISANDRO GRANVILLE: Total self-sufficiency is
ultimately utopian and, in many cases, undesir-
able. A more consistent path is to adopt hybrid
models that combine supplier and technolog-
ical diversification; strengthening local capa-
bilities; investing in research and innovation;
and establishing governance and contractual
arrangements that avoid irreversible dependen-
cies. Diversification reduces systemic risk: when
one solution fails, becomes more expensive, or
changes its rules, the system is not trapped in
a single path. Strengthening local expertise is
also essential so that the country can evaluate,
operate, integrate, audit, and evolve technologies,
even when part of them is acquired externally.
In this sense, sovereignty is less about “man-
ufacturing everything” and more about having
the architectural, engineering, and governance

Photo: Elea

i Generators at RN
National Data Center
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capacity: decide, integrate, and sustain techno-
logical choices aligned with long-term national
interests.

WRNP MAGAZINE: How can universities and
public institutions balance the search for tech-
nological autonomy with the need for economic
efficiency?

LISANDRO GRANVILLE: Publicinstitutions and
universities need efficiency and sustainability.
Developing everything locally is not always the
best short-term solution and, in many cases,
it is not even the role of each institution indi-
vidually. The balance requires looking at total
cost and risk: not only the initial price, but also
maintenance, evolution capacity, dependencies,
compliance, security, and continuity. Solutions
that appear “cheap” at first may become costly
wheninstitutions become locked into a technol-
ogy, budgets fluctuate, or security requirements
increase. This is where shared infrastructures
and cooperative arrangements become import-
ant: when the systemis organized, it gains scale,
standardizes what should be standardized, and
distributes costs rationally. A national infra-
structure such as RNP exists precisely toreduce
duplication, raise security levels, and allow uni-
versities and research centers to avoid “rein-
venting” complex componentsindependently. In
this model, autonomy does not mean that each
institution must build everything on its own; it
means the system collectively has the capac-
ity to sustain strategic services with quality
and governance.

LISANDRO GRANVILLE

WRNP MAGAZINE: Why is digital sovereignty
especially relevant for education, science, and
innovation environments?

LISANDRO GRANVILLE: Because educationand
science deal with knowledge production, sen-
sitive data, and strategic research, including
personal data, intellectual property, research
results, and projects with high scientific and
technological value. If the digital infrastructure
supporting these activities is fragile, insecure,
or excessively dependent, the impact directly
affects innovation capacity: from data leaks
and serviceinterruptionstorestrictions on data
usage and limitations on large-scale collabora-
tion. Furthermore, universities are where we
train the professionals who will design, operate,
and protect the country’s digital infrastructures.
Therefore, digital sovereignty involves skills devel-
opment and workforce training, but also provid-
ing real environments for experimentation and
technological evolution. Academic infrastructure
is not merely a “support tool”; it is part of the
innovation ecosystem itself.

WRNP MAGAZINE: How does RNP contribute
structurally to strengthening digital sover-
eignty in Brazil?

LISANDRO GRANVILLE: RNP contributes
structurally by combining three dimensions:
national infrastructure, trust mechanisms,
and advanced shared services. By operating
a high-capacity national academic network
connecting institutions across the country,

“THE ECONOMY AND THE
PUBLIC SECTOR ARE MOVING
TOWARD AN INCREASINGLY
DEEP DIGITALIZATION.”

WRNP MAGAZINE 27 © Workshop RNP |||
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LISANDRO GRANVILLE

RNP sustains a strategic asset for education,
research, and innovation. But its contribution

goes beyond connectivity: RNP enables trust
arrangements for the ecosystem (such as iden-
tity and federations)in addition to services and

platforms that reduce costs, increase maturity,
and reinforce the system’s autonomy. There is
also an essential component: RNP acts as an

integration and experimentation environment
for the academic community and for strategic
projects, helping transform the system’s needs
into scalable, evolutionary solutions with gov-
ernance. This reduces critical dependencies
not through imposed measures, but through
the development of standards, cooperation,
engineering capacity, security, and continuity.

WRNP MAGAZINE: In practical terms, how does
RNP support universities and research centers
in this process?

LISANDRO GRANVILLE: In practice, RNP pro-
vides high-capacity connectivity and operates
the National Data Centers(CNDs), which support
advanced services and infrastructure environ-
ments for shared demands. In cybersecurity, RNP
maintains a Security Operations Center(SOC)and
initiatives that help institutions improve their
maturity levels, in addition to network coordi-
nation and incident response actions. This is
complemented by digital identity solutions, col-
laboration services, and support for large-scale
projects, all essential for enabling collaborative
research, secure operations, and interoperabil-
ity among institutions. This entire structure is
only possible because RNP has nationwide reach
throughits Points of Presence(PoPs). That reach
depends on cooperative arrangements with host
institutions —typically universities and research
institutes —which enable local operations, cam-
pus integration, and relationships with user
communities. Thereisalso acritical distributed
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human resources component, with teams oper-
ating and maintaining the PoPs across all 27
Brazilian states, ensuring continuity, incident
response, technical evolution, and compliance
with security and governance requirements.

The result is twofold: universities and research

centers can focus on their missions without

needing to build the entire technological foun-
dation from scratch, while also advancing gov-
ernance, processes, and capacity-building with

greater predictability and autonomy. In terms of
digital sovereignty, thisarrangement is particu-
larly relevant because it creates a trusted infra-
structure at scale that would be very difficult to

achieve through fragmented initiatives.

WRNP MAGAZINE: How does RNP engage with
international academic networks, and what les-
sons does this exchange bring to Brazil's techno-
logical autonomy?

LISANDRO GRANVILLE: Interaction with inter-
nationalacademic networks is essential to keep
Brazilian research connected to major global
projects. But this dialogue goes far beyond
high-capacity links: it involves continuous
exchanges on governance, security, service
architecture, operational models, and sustain-
ability. By following what other national research
and education networks are doing, we can com-
pare strategies, learn from incidents and diffi-
cult decisions, and adopt stronger and more
sustainable practices.

At the same time, sharing Brazilian initiatives
strengthens our international presence and
helps calibrate domestic priorities: the coun-
try expandsits decision-making capacity when
it deeply understands trade-offs and alterna-
tives. For digital sovereignty, this is fundamen-
tal: autonomy is not built in isolation; it is built
through knowledge, standards, cooperation, and
the capacity to choose.
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Granville: the importance of
infrastructure, people, and
institutional coordination
for digital sovereignty

WRNP MAGAZINE: In your view, what are the
main challenges for the next five to ten years?
And what message would you leave to readers
regarding RNP’s role in this scenario?

LISANDRO GRANVILLE: Over the next five toten
years, | see three central challenges. The firstis

LISANDRO GRANVILLE

infrastructure: we need continuous and predict-
able investment in connectivity, security, data,
and computing environments, keeping pace with
the growing demand for Al and data-driven sci-
ence. The second is people: training and retain-
ing talent in engineering, data science, Al, and
cybersecurity, with learning pathways and real
operational environments. The third is institu-
tional coordination: digital sovereignty requires
long-term alignment among government, aca-
demia, and private sector, with consistent pol-
icies, clear governance, and sustainability.

The message | would leave is that digital sover-
eignty is not a project with a beginning, middle,
and end. It is an ongoing agenda built through
well-founded technical decisions and institution-
al cooperation. RNP will continue actingas a pub-
licinfrastructure that articulates the education
and research system, connecting institutions,
providing trust mechanisms, improving securi-
ty maturity, and sustaining shared services. In
a world increasingly dependent on data and Al,
this foundation is what enables the country to
innovate with greater autonomy, responsibility,
and capacity to choose. o

“AUTONOMY [...] MEANS
HAVING THE COLLECTIVE
CAPACITY TO SUSTAIN
STRATEGIC SERVICES WITH
QUALITY AND GOVERNANCE.”

WRNP MAGAZINE 27 © Workshop RNP |||
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Henrique Miguel:
“Academic networks

and the national research
infrastructure play

a structural role within
the PBIA”

Brazil in the global

Al race

WITH INVESTMENTS OF RS 23 BILLION
THROUGH 2028, THE BRAZILIAN
ARTIFICIAL INTELLIGENCE PLAN WILL
EXPAND RESEARCH NETWORKS,
SUPERCOMPUTING INFRASTRUCTURE,
AND SPECIALIST TRAINING

BY HENRIQUE GIMENES

wrnpMacazine 27 ® Workshop RNP |||

How can technological autonomy be ensured ata
time when advances in Artificial Intelligence (Al)
are becoming increasingly concentrated in the
hands of a few companies and countries? The
search for proprietary data infrastructure and
computational capacity has become one of the
main strategies for strengthening digital sover-
eignty. In Brazil, this effort has been structured
through the Brazilian Artificial Intelligence Plan
(PBIA), which brings together initiatives aimed
at advancing Al development in the country.




With projected investments of RS 23 billion
through 2028, the PBIA was structured around
five strateqic pillars, with initiatives focused on
advancing technological development in Brazil.
These include strengthening computational
infrastructure, training professionals, applying
Alinpublic services, and fostering business inno-
vation. According to Brazil's Ministry of Science,
Technology and Innovation (MCTI), a significant
portion of these initiatives has already entered
the implementation phase.

“Based on monitoring completed in November
2025, the plan had already recorded financial
execution of RS 6.47 billion — equivalent to
28% of the total projected investment. Of the
54 structural actions, 30 had already delivered
concrete results, while the others were still in
theirinitial or preparatory stages,” says Henrique
Miguel, Secretary for Science and Technology for
Digital Transformation at the MCTI.

One of the plan’s main advanceslies in the expan-
sion of Brazil's high-performance computing
infrastructure. The Santos Dumont supercom-
puter, operated by the National Laboratory for
Scientific Computing(LNCC), was upgraded from
4.6 to 18.85 petaflops of processing capacity.
The system now features a new architecture and
graphics processing units(GPUs)designed for Al
applications, expanding the scientific commu-
nity'saccesstoadvanced computingresources.

“There is currently a critical dependence on
foreign technologies, and this is not a problem
exclusive to Brazil. Strengthening the national
high-performance computingand Al infrastruc-
ture must be treated as a consistent long-term
policy. Keeping pace with the speed of invest-
ments and innovations associated with artificial
intelligence isalso achallenge, and thatis why it
is essential to strengthen the national science,
technology, and innovation ecosystem,” Miguel
points out.

The expansion of this technological capacity is
also linked to the debate on digital sovereign-
ty, which seeks to provide the country with
the conditions to develop and operate strate-
gic technologies such as data infrastructure,
high-performance computing, and Al systems.

In this context, academic networks and the
national research infrastructure play a central
role by connecting educational and research
institutions distributed throughout the coun-
try. This connectivity allows researchers from
different regions to access advanced compu-
tational resources and collaborate on scientific
projects that require large-scale data processing
and exchange.

“Academic networks and the national research
infrastructure play a structural role within the
PBIA, as they support both the research, devel-
opment, and innovation agenda and the training
of talent essential to advancing Al in Brazil. The
Brazilian National Research and Education Net-
work (RNP)is the backbone of research, science,
and education connectivity in the country,” the
secretary emphasizes.

TOWARD A BRAZILIAN

Al ECOSYSTEM

Arobust national infrastructure could also pave
the way for the development of Al systems adapt-
ed to the Brazilian context, trained on the coun-
try’s own data and content. This would expand
the country’s ability to create tools capable of
better understanding the Portuguese language
and the specificities of Brazilian society, reduc-
ingdependence on platforms developed abroad.
Another important front involves organizing
national datasets for Al training and support-
ing projects led by companies and educational
andresearchinstitutionsinthe development of
these technologies.
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“To make this type

of initiative viable,

It 1S necessary to

support science and
technology institutions

and companies
operating in this
field, creating the
conditions needed

to sustain qualified

Photo: RNP

teams and continuous
investments in research

and development.”

“Another challenge is keeping pace with the
speed of investments and technological inno-
vations associated with Al. It is necessary to
support the entire national science, technolo-
gy, and innovation ecosystem, prioritizing tech-
nological pathways that can generate greater
returns for the country,” Miguel highlights.

Training professionals capable of developing
and applying artificial intelligence is one of
the PBIAs central pillars. Expanding this talent
base is seen as an essential condition for Brazil
to keep pace with the rapid evolution of inno-
vation in the sector. “This is the pillar with the
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highest percentage of actions already deliver-
ingresults,”Miguel explains. “In basic education,
the 1st National Al Olympiad mobilized 716,000
students, and four Brazilian representatives
participated in the international competition
in Beijing in August 2025. In higher education,
8,104 new undergraduate positions in Al pro-
grams were created in 2024, surpassing the
annual target of 5,000. Between 2022 and 2025,
CNPqsupported 773 master’s students and 500
doctoral candidates in the field. Through 2028,
RS 194.2 million in undergraduate and graduate
scholarships and RS 152 million for doctoral stud-
iesabroad are planned,” the secretary details. o




Secure

communication
in the guantum era

ADVANCES IN COMPUTING ARE DRIVING THE DEVELOPMENT

OF NEW WAYS TO PROTECT DATA

BY HENRIQUE GIMENES

Inanincreasingly digitalized world, keeping data
protected is no longer merely a technical con-
cern; it has become a strategic issue. From the
internet toacademic and government networks,
cryptography is one of the pillars supporting
digital communication and online transactions.
However, the next generation of processing —
especially quantum computing — may redefine
the security standards that currently structure
data protection.

To address this potential scenario, researchers

are working on what is known as quantum com-
munication, a set of techniques that uses prin-
ciples of quantum physics to make information

exchange more secure. One of the best-known

applications is quantum cryptography, main-
ly used in the generation and distribution of

cryptographic keys. Unlike traditional systems,
which are based on mathematical algorithms,
this model was designed for a scenario in which

computational power grows rapidly. In this con-
text, protecting sensitive data, such as banking

transactions and government communications,
becomesincreasingly important, as does ensur-
ing greater digital sovereignty.

Photo: RNP
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“In quantum cryptography, security is grounded
inthe laws of physics. No matter how much com-
puting power you have, it isimpossible to break
the key without altering the system and being
detected. Today, quantum computers are still
unable to break the most robust keys, but prog-
ressis happeningrapidly. Thatis why this transi-
tion must be carefully planned. It is not simply a
matter of buying equipment and pluggingitinas
though everything was solved. It isa demanding
process that requires organization and strat-
egy,” explains Valéria Loureiro, coordinator of
the Embrapii (Brazilian Company for Industrial
Research and Innovation) Competence Center
for Quantum Technologies at Senai Cimatec, a
Brazilian technology and innovation center.

The challenge lies not only in the technology
itself, but also in preparing for its adoption. One
of the first stepsis understanding which security

Photo: RNP

For Valéria, Brazil'needs :
to prepare for a new era
of digital security
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mechanisms are already in use and where the
vulnerabilities lie. Many organizations still oper-
ate with outdated solutions, without a clear
understanding of the level of protection they
provide. In addition, it is necessary to ensure
that communication infrastructure is prepared
for this challenge. Brazil already has alarge opti-
cal fiber infrastructure connecting the country,
including academic networks and information
highway projects in different regions, such as
those operated by RNP. Even so, expanding
and modernizing these networks may become
necessary in order to keep pace with emerging
technologies.

“One of the major challenges is workforce devel-
opment. There are still very few trained pro-
fessionals in this field. Those who master the
guantum side usually come from Physics and
do not know how to do Engineering, while engi-
neers are unfamiliar with Physics. Bringing these
two worlds together is essential to bringing this
technology to the market. If we fail to do so, we
riskbecoming dependent on fully imported tech-
nology and being forced to make this transition
in arush,” Valéria points out.

WILL THE FUTURE

OF COMMUNICATION

BE QUANTUM?

Quantum communicationis seenasan evolution
of today’s digital security technologies, but it is
not expected to replace the traditional model of
datatransmission. The trend s for data to contin-
ue flowing through conventional communication
systems, while cryptographic keys begin to be
generated through quantum methods. In prac-
tice, this combination could enhance network
security without requiring the replacement of
the infrastructure already in operation.
Although still an emerging technology, quan-

tum communication is already being used in
some countries. Governments, universities, and




telecommunications companies have been test-
ing different network models and evaluating how

these solutions can be integrated into existing

communication infrastructures.

“Chinais among the countries most advanced in

this field and already has operational networks,
includinginthe banking sector. The Chinese have
builtalong-distance network connecting several
cities and, within them, metropolitan networks
thatgenerate these cryptographic keys to protect
communications. In Europe, several initiatives
are also underway to test how this technology
can functionin practice,” says the coordinator of
the Embrapii Competence Center for Quantum
Technologies at Senai Cimatec.

Another point under discussion concerns how
these technologies should reach users. One
possibility is the creation of private quantum net-
works by organizations that already operate their
own optical fiber infrastructure, such as banks
or government institutions. Another alternative
would be offering quantum key generationasan
additional security service provided by telecom-
munications operators.

Researchers are also working on solutions to
address digital security in the era of quantum
communication. One area gaining attention is
so-called post-quantum cryptography. Unlike
guantum communication, which generates cryp-
tographic keys using principles of physics, this
approach seeks to create new algorithms capa-
ble of resisting attacks from future quantum
computers.

“Many people believe that post-quantum systems
would be the evolution of quantum communica-
tion, but that is not exactly the case. They still
rely on classical algorithms, only implemented
in @ much more complex way than what is cur-
rently used, with the expectation that a quantum
computer will not be able to break them. But
it is important to consider that, when we talk
about quantum internet, this is still relatively
far away. It could take 10 to 15 years. The trend
is for quantum communication to be used only
in applications that truly require a much higher
level of security, while most traffic will continue
to rely on traditional communication systems,”
emphasizes Valéria Loureiro. e

“MANY ORGANIZATIONS
STILL OPERATE WITH
OUTDATED SOLUTIONS,
WITHOUT CLEARLY
UNDERSTANDING THE
LEVEL OF PROTECTION

THEY PROVIDE.”
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The new generation
of academic
networks

BY LARRIZA THURLER AND ANA CAROLINA LANDI

For decades, academic networks were associated primarily with connectivity. Ensuring stable links
among universities, research centers, and scientific institutions was the central mission of these infra-
structures. Today, however, thisrole is rapidly expanding alongside the transformation of science itself.

One of the people who has closely followed this evolution is Daniela Brauner. A professor at Federal
University of Rio Grande do Sul (UFRGS) and coordinator of the Al area at the European academic
network GEANT in Cambridge (United Kingdom), she has been connected to RNP since the beginning
of her career, first working within the institution and later as a researcher collaborating on projects
related to the Brazilian academic network.

“I have known RNP since the time when it was essentially a network infrastructure,” she recalls. "At
that time, while working in network support at a university, RNP mainly appeared in conversations
whenever there were connectivity problems”.
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WITH THE ADVANCE OF Al, NRENS
ARE EVOLVING FROM CONNECTIVITY
INFRASTRUCTURES INTO DIGITAL
PLATFORMS THAT INTEGRATE DATA,
ADVANCED COMPUTING, AND NEW
DIGITAL SERVICES FOR SCIENCE

Since then, however, the role of national research

and education networks, the so-called NRENSs,
has expanded significantly."NRENs are no longer
just connectivity providers; they are becoming

integrated digital platforms for science and edu-
cation,” she says. “They now have the opportunity

to position themselves as strategic actorsinthe

digital transformation of education and research

ecosystemsin their countries, while also playing

an active role in national Al ecosystems”.

THE IMPACT OF ARTIFICIAL
INTELLIGENCE

The rise of artificial intelligence is accelerating
this transformation. Al models require massive
volumes of data, intensive computinginfrastruc-
ture, and high-performance networks capable
of connecting supercomputing centers, sci-
entific repositories, and distributed research
institutions.

In Europe, this movement has been accom-
panied by a coordinated strategy combining
regulation, infrastructure investment, and the
strengthening of the innovation ecosystem.
Recent milestones include the EU Al Act, which
establishes guidelines for the development
of the technology, and initiatives such as the
EuroHPC Joint Undertaking, focused on financ-
ing supercomputers and advanced infrastruc-
ture for Al.

Academic networks already occupied a central
position, but in this scenario their role is also
evolving. “Now, many of these organizations
that already operated cloud or HPC services
are evolving toward GPUs, data platforms, and
even offering other services such as generative
Al for teaching and research,” Daniela explains.
“NRENSs are participating in major consortiawith
other organizations, collaborating on large-
scale Al infrastructure projects across Europe”.

THE CHALLENGE OF DIGITAL
SOVEREIGNTY

The expansion of these capabilities is also con-
nected to the debate on digital sovereignty and
the attraction and retention of talent. “NRENs
already operate sovereign connectivity infra-
structuresforuniversitiesandresearchinstitutes.
Expanding this concept to other digital services
seems like a natural path,” Daniela observes.

In practice, many NRENs are acting as service
integrators, offering Digital Research Environ-
ments and platforms that allow students and
researchers to use generative Al tools while
choosing among different models, often based
on open technologies.

Another important element is the Europe-
an coordination in negotiations with major
cloud providers, through common contractual
frameworks that strengthen the bargaining
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“NRENS ALREADY OPERATE
SOVEREIGN CONNECTIVITY
INFRASTRUCTURES

FOR UNIVERSITIES AND
RESEARCH INSTITUTES.”

power of academic institutions. At the same time,
public policies have encouraged the development
of open Al models and the strengthening of the
Europeaninnovation ecosystem, including start-
ups and small companies developing strategic
technologies for science and education.

INTERNATIONAL COOPERATION
AND DATA DIVERSITY
International cooperation therefore becomes

even more relevant. According to Daniela, col-
laboration between Brazil and Europe can con-

tribute to the development of more robust and
representative Al models. “The cultural and
scientific diversity between Europe and Latin
America is extremely valuable for developing Al
models with fewer biases,” she says.
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The sharing of scientific data also emerges as
an important opportunity. Information from
areas such as biodiversity, climate, and agri-
culture, fields in which Brazil possesses vast
dataresources, is highly valued in international
research.

Inaddition, the country has characteristics that
may favor technological experimentation. “Brazil
has a continental-scale digital market operating
underarelatively unified regulatory framework,”
Daniela highlights. This scenario may facilitate
the adoption and large-scale testing of new arti-
ficial intelligence-based solutions.

Strengthening collaborationsamonguniversities,
research centers, and startup ecosystems can
expand innovation opportunities and accelerate
the development of strategic technologies for
science and education. e

Daniela highlights -
how Al is accelerat‘ng
the transformation
of the role of NREle

|
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@ Experimentation and Monitoring

Testbeds

The RNP National Multi-

User Laboratory

MULTI-TECHNOLOGY INFRASTRUCTURE FOR RESEARCH AND INNOVATION

The National Multi-User Laboratory, operated by RNP, is an advanced, multi-technology infra-
structure designed to support research, development, and innovation. It enables experimentation
and validation in controlled, interconnected environments at a nationwide scale. Its mission is
to provide academia, research centers, startups, and institutional partners with a distributed,
flexible, and high-performance environment for experimentation in Information and Communi-
cation Technology (ICT).

The Laboratory supports testing and validation across a wide range of domains, including
advanced networking, 5G/6G, |oT, cloud and edge computing, blockchain, cybersecurity, artifi-
cial intelligence, distributed applications, and emerging Internet architectures. By leveraging
real-world infrastructure, it supports technical evaluations, proof-of-concept development, and
performance analysis under realistic conditions.

By integrating infrastructure, specialized support, technical expertise, and nationwide coor-

dination, the Laboratory expands opportunities for applied research and the development of

skilled professionals. The initiative helps lower barriers to access complex environments, fos-

ters collaboration among institutions, and strengthens RNP's role as a key enabler of science, @
education, and innovation in ICT in Brazil. e

15 TESTBEDS

20+

Experimentation Sites
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Circuit acceptance testing

GENERAL/
ACADEMIC
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Dias (RNP),
gustavo.dias@rnp.br

MaDDash:

ASSISTANT
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TEAM:
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CONTINUOUS EVOLUTION IN NETWORK QUALITY MEASUREMENT

MonlPE is RNP's platform for measuring and validating circuits that connect organizations to ADVANCED
the RNP backbone. Initially used to assess latency and packet loss between Points of Presence
(PoPs), the system has evolved into a reference tool for circuit validation in scenarios including new M EAS U R E M E NTS
deployments, capacity upgrades, and provider changes. Its adoption has been driven by custom E N S U RI N G
developments by the R&D team, which improved flexibility and enabled greater standardization

and transparency in circuit certification. NETWORK

Its core capabilitiesinclude the definition of standardized circuit acceptance workflows, automat- UALITY
ed schedulingand execution of tests, and the establishment of objective criteria for validating test Q

results. The platform also provides comprehensive reporting and maintains a complete history of

alltesting and validation activities. Accessible through a simple, centralized web interface, MonIPE

ensures end-to-end traceability, consistent result comparison, and improved operational efficiency.

These capabilities are enabled by RNP's technical expertise in perfSONAR and its active participa-
tioninthe international consortium responsible for its maintenance and evolution. The 2026/2027

roadmap includes further enhancements, such as expanding support for link validation up to 10

Gbpsacross more PoPs, enabling continuous throughput assessment without impacting connect-
ed institutions, and supporting the certification of circuits up to 100 Gbit/s. e

@ wrnpMacazine 27 ® Workshop RNP |||

@® Experimentation and Monitoring



@ Experimentation and Monitoring

Technical

Committee

for Network

Monitoring (CT-Mon]

CT-MON DRIVING RESEARCH WITH MONITORING DATA

Since 2011, the need to track technical and
scientific changes in traffic monitoring has
driven the activities of RNP's Technical Com-
mittee for Network Monitoring(CT-Mon). The
group brings together researchers, network
operations professionals, and representatives
from the MonlPE service to explore technol-
ogies and formulate recommendations for
monitoring services.

The infrastructure operated by RNP gener-
ates and stores network performance data.
To transform this information into research
opportunities, in 2025 the committee promot-
ed the second RNP Backbone Monitoring Data
Challenge, which brought together 15 teams
from Brazilian universities, three of which
were winners. The results were published in

TRANSFORMING RNP
MONITORING DATA
INTO RESEARCH
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international conferences. Another import-
ant initiative is the organization of meetings
with international researchers renowned in
network measurement and monitoring, such
as Lin Wang(Paderborn University), Fabricio
Murai (WPI), Aruna Balasubramanian (SUNY
Stonybrook), Luciana Kiffer (IMDEA, Spain),
Amir Houmansadr(UMass-Amherst)e Adrian
Perrig(ETH Zirich). In 2026, CT-Mon expand-
ed its scope to address monitoring challeng-
es identified by RNP, focusing on providing
dataaccesstools, standardizing metrics, and
applying solutions that enable institutions to
analyze traffic on their infrastructures in an
interoperable way. The committee also orga-
nized the 3rd RNP Data Challenge. o

RNP Data Challenge 2025

@ Leaderboard & Rwoms | C Aot

Q
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Network Data
for Research

RNP TRANSFORMS OPERATIONAL DATA INTO ASSETS FOR SCIENCE

RNP operates a complex infrastructure with
national coverage that continuously gener-
ates massive volumes of operational data.
These data represent a strategic asset still
underutilized for scientific purposes, creat-
ingagap between the potential generated by
RNP's operation and the needs of the Brazilian
research community in Artificial Intelligence
and Data Science. This projectaimstoaddress
this gap through specific and measurable
objectives. The overall goal is to promote and
facilitate the efficient use of network data for
Aland Data Science, transforming operational
data into a strategic asset for the scientific
community.

In partnership with the Technical Committee
for Network Monitoring(CT-Mon), the project

Interact L emnren s A S TSR R SR

11) Query Data

with frontend .
H Catalog

2) Request RNP
Data

Middleware

~ 2.1 Request RNP
Data

Data Catalog (NextTs)

seeks to: (i) catalog, process, and transfer a
qualified information resource to RNP's Data
Lakehouse platform; (ii)treat and anonymize
network datainastructured and secure man-
ner; (iii)develop and implement a centralized
portal that enables researchers to discover
datasets, access directories, and request
data; (iv) promote the active dissemination
of the repository through academic events,
workshops, and conferences; and(v)validate
the relevance of the data through the publica-
tion of scientific articles demonstrating their
applicabilityin network research. These objec-
tives expand RNP's role in the ICT research
ecosystem, positioning it as a promoter of
cutting-edge research in Brazil. e

|
1.2) Query Data :

Catalog g
' RDF Service

2.2) Request RNP Data .
POST /request :
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The Evolution

of RNP Maps

INNOVATIONS FROM CHAMELEGON MAP AND GREN

MAP FOR ACADEMIC NETWORKS

Since 2022, the need to improve the reach,
visibility, and communication of the various
initiatives developed by RNP has driven the
creation of the RNP Maps infrastructure. The
projectaimsto offerareference for visualizing
projects, demonstrating their national scope
and how their points of interest interconnect.

Currently, the initiative is divided into two
main pillars: Chameleon Map and GREN Map.
The Chameleon Map tool is already applied
in various contexts, such as cybersecurity,
blockchain, and RNP's own network. At pres-
ent, Chameleon is undergoing a structural
transformation: instead of operating as a
standalone software, it is being adapted to
a SaaS (Software as a Service) model. With

the introduction of an administrative panel,
users will be able to manage their maps with
simplicity and autonomy. In addition, itadopts
the Open Source model(open code), makingits
public code available on GitHub to encourage
new contributors.

In parallel, we highlight GREN Map, which
operates as a collaboration hub focused on
understanding the topology of academic net-
works. The group is dedicated to standardizing,
storing, and visualizing data, overcoming the
historical fragmentation of this information
and enabling different academic networks to
describe their infrastructures in an interop-
erable way. o

RNP MAPS EVOLVE, BRINGING
VISIBILITY, AUTONOMY

AND COLLABORATIONTO
ACADEMIC NETWORKS
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SCIERA: International
Collaboration for a New
Internet Architecture

A COLLABORATION NETWORK FOR EDUCATION AND RESEARCH IN SCION

It is now possible for educational and
research institutions in Brazil to carry out
experimentsand research withinthe SCIERA
(SCION Education, Research and Academic)
network, a global infrastructure dedicated
to the development and evaluation of the
SCION (Scalability, Control and Isolation On
Next-Generation Networks) architecture.
The initiative brings together leading global
research networks and institutions — such
as GEANT, Internet2, and KREONET/KISTI
— creating a collaborative ecosystem that
accelerates experimentation and innovation
in next-generation networking.

Through the National Multi-User Laborato-
ry, RNP has enabled Brazilian institutions
to join the SCIERA network, allowing them
to participate with their own SCION ASes in

this global research environment. In this con-
text, researchersand students can carry out
studies directly on the SCION architecture,
exploring topics such as inter-domain rout-
ing security, resilience to failures and attacks,
multipath communication, path-aware net-
working, and data sovereignty..

SCIERA further enables international collab-
oration, supportingjoint experimentsand the
development of solutionsinresilient network-
ing, cybersecurity, and low-latency applica-
tions. Through this initiative, RNP broadens
Brazil'sengagementin the global networking
researchlandscape, fostering deeperintegra-
tion with leading international efforts while
contributing to the advancement of more
secure, transparent, and resilient Internet
architectures. o
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RNP CONNECTING
BRAZILIAN INSTITUTIONS
TO THE GLOBAL SCIERA
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Ipé Network (RNP’s primary internet backbone)

e-Science Network

HIGH-PERFORMANCE NETWORK FOR SCIENTIFIC DATA

The e-Science Networkis a secure, high-per-
formance digital infrastructure dedicated to
research centers with advanced demands
for processing, analysis, transmission, and
storage of large volumes of data. Unlike the
Ipé Network, the e-Science Network offers
specialized policies and services for large-
scale scientific data flows, with robust secu-
rity measures.

This infrastructure primarily connects lead-
ing Science, Technology, and Innovation
(ST&I) institutions, such as supercomput-
ing centers, multi-user laboratories, and
other data-intensive research environ-
ments. To enable this ultra-high-perfor-
mance connectivity, RNP is upgrading its
national optical infrastructure, making the

The first Internet network in Brazil, evolving since 1992
+1300 connected points

With open Internet access

Globally accessible from any Internet connection point

Connectivity up to the institutional edge

Not optimized for data transfer; standard configuration for
conventional applications (e-mail, video, online services, etc.)

Available to all organizations that are users of the RNP System

backbone scalable to multiple 100 Gbps
channels.

As aresult, each participatinginstitution will
benefit from abundant bandwidth, optimized
performance, and tailored services aligned
with its specific demands. The construc-
tion of the e-Science Network is currently
progressing on three funding streams. The
main frontis part of the Conecta structuring
program(MCTI/FNDCT, prioritized under the
New PAC 2023-2026), aimed at enabling the
connection of 12 ST&I institutions.

In addition, a cooperation agreement with
Petrobras will integrate six new research
laboratories, while an agreement with
the Ministry of Health will add five more
by 2028. e

Under construction, with expected completion in 2027
~20 connected points

Without Internet access

Accessible only through certified data transfer servers
of participating institutions

Connectivity up to the scientific data storage server

Natively optimized for high-performance data transfers

Requires compliance with specific security policies for an
institution to join the network
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Within the scope of the RNP-Petrobras coop-
eration agreement, the REPESQ project
expands the e-Science Network to new ST&l
institutions with growing demands for the
movement of large volumes of geological,
geophysical, and reservoir simulation data
to Petrobras’ research center (CENPES).

The program includes three research objec-
tives across four work fronts. The first
involves the development of an automat-
ed system for managing scientific work-
flows to enable remote access for CENPES
researchers to supercomputers located at
other institutions. The second front, with
two complementary lines, focuses on the
integrated optimization of hardware, network,
and storage to support high-throughput data

‘44 technology
/ foresight in the

- e-Science network

OPTIMIZING LARGE-SCALE
DATA MOVEMENT

transfers over long distances—at 100G and
prospecting toward 400G—emphasizing scal-
ability, security, integrity, and fault mitigation.

The fourth front conducts technological fore-
sight in Distributed Acoustic Sensing (DAS),
identifying challenges to structure a future
R&D program for processing and transmitting
DAS-generated data in production environ-
ments. These combined objectives enable
the development of new automated work-
flows for efficient large-scale data transfer
to CENPES and among a group of eight ST&I
institutions conducting joint research with
Petrobras, consolidating the e-Science Net-
work as a strategic cyberinfrastructure for
Brazilian science. o

DEVELOPING SOLUTIONS FOR EFFICIENT
MOVEMENT OF SCIENTIFIC DATA AMONG
BRAZILIAN ST&I INSTITUTIONS

)
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Research data repositories

for the e-Science

network

A CASE STUDY WITH CLIMATOLOGICAL DATA FROM CEMPA-CERRADO/UFG

Throughout 2025, RNP, in partnership with
UFG throughits Center of Excellence in Envi-
ronmental Studies, Monitoring and Forecast-
ing of the Cerrado(CEMPA-Cerrado), advanced
an initiative to improve the governance and
management of climatological datain digital
repositories.

The main motivation was to expand access and
reuse of research data generated by scientific
workflows within the e-Science Network. The
initiative aimed to promote interoperability
and facilitate the understanding of scientif-
ic information by researchers from different
fields—not necessarily domain peers.

Initially, efforts to handle large volumes of data,
characterized by complex matricesin scientif-
ic formats, resulted ininfrastructure overload.
As a solution, data transformation routines

were implemented, generating derived data-
sets in smaller, structured formats, making
them easier to consume for users without
experience in digital repositories.

The enrichment of data derived from scientific
workflows broadened access while maintain-
ing scientificrigorand enabling datareusein
digital repositories by researchers or through
Al-based analytical tools. Access to climato-
logical datain Goias was democratized, elimi-
nating the need for specialized scientific tools.

This case study is expected to be expanded

to other domains and ST&l institutions with-
in the RNP e-Science Network, allowing a

broader set of users to benefit fromimproved

data governance and management in digital

repositories. e

DIGITAL REPOSITORIES

FOR IMPROVED GOVERNANCE
AND MANAGEMENT

OF SCIENTIFIC DATA
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Al in Open Science: From Data Curation to Information Democracy

Methodological Workflow and Results from the Proof of Concept (PoC) in Complex Climate Data

The Methodological Workflow
(Proof of Concept)

305.9 MB
g e ; &% | PROCESSED:
3 Tr ar.ISfo"mat'on and 8187 Extraction of temperature

Enrichment: data by municipality

Conversion to NetCDF

for CSV and cross-check

with IBGE meshes ;égg;%g"
Transformation into
lightweight tables

COMPLEX CLIMATE
DATA
(NetCDF)

Overcoming Technical
Bottlenecks:

Al manages 44 million
records without

E/ IT Data Steward overloading the system
%] Computational scripts for

automation of data cleaning
and structuring

Total Coverage of Goias
Generation of climate
norms for all

245 municipalities in Goias

246 CITIES IN GOIAS:
Customized data for
the productive sector

Democratization of Access
Researchers from different
fields use data

without the need of
specialized tools

Subsidy for Strategic
Decision-Making
Timely information for
EEEr ey immediate use in agricuiture
and urban management
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@ e-Science

R&D for identity
and access
management in the
e-Science network

PROOF OF CONCEPT AND CASE STUDY WITH ST&! INSTITUTIONS

Research infrastructures increasingly rely
on secure and interoperable mechanisms
for user authentication and authorization. In
many cases, research collaborations involve
participants from multiple institutions and
even companies, increasing the complexity
of access control.

Therefore, an environment is required to
manage the entire lifecycle of Virtual Orga-
nizations—a temporary logical grouping of
individuals, often from different institutions,
collaborating around a project. This envi-
ronment enables researchers from multiple
institutions to access services and collabo-
rative workspaces using only the credentials
from their home institution.

Based on this need, and aligned with interna-
tionalinitiatives, the Working Groups involved

SOLUTIONS IN
IAM: CILOGON,
MYACCESSID
AND GLOBUS
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in this project are analyzing existing platforms
(ClLogon and MyAccessID)and proposing lden-
tity and Access Management (IAM) solutions
tailored to the context of e-Science Network
institutions.

Among the evaluated options, an archi-
tecture integrating ClLogon with modern
authentication protocols, such as OpenlD
Connect (0IDC), stands out, along with a
proof of concept based onthe AARC Blueprint
Architecture, widely adopted by the interna-
tional community to organize federated iden-
tity services.

In addition, a proof of concept is being devel-
oped to integrate Globus, a solution designed
to facilitate and automate data transfer work-
flows between institutions within the e-Sci-
ence Network. e

Log in

Use your organizational login

e.g., university, national lab, facility, project

E!E;—l RNP - Rede Nacional de Ensino e Pesquisa

By selecting Continue, you agree to Globus terms of service and

privacy policy.
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@® Collaboration and the Future

RNP & Startups Collaboration
Netw_ork: expgrlmentatlon
and innovation

RNP'S PROOF OF CONCEPT MODEL BRIDGES RESEARCH, STARTUPS,
AND ORGANIZATIONS CONNECTED TO THE RNP SYSTEM

The RNP & Startups Collaboration Network
was created to strengthen the connection
betweenresearch outcomes developed with-
in RNP’s R&D programs and the innovation
ecosystem, supporting startups emerging
from research groups and projects.

One of theinitiative’s recent advances is the
implementation of Proofs of Concept(PoCs),
which enables the testing of technological
solutions in real-world environments along-
side organizations connected to the RNP
System. These experiments help validate
technologies, understand institutional needs,
and generate evidence for the adoption or
scaling of solutions.

Anotable example isthe PoC conducted with
the startup Reabnet, which evaluated a gam-
ified digital care model for elderly patients
in partnership with the Hospital das Clinicas

19 e 20 de maio | Natal

of the Federal University of Uberlandia and
Unimed Uberlandia. The results demon-
strated strong participant engagement and
significantimprovementsin clinical and func-
tional indicators, highlighting the solution’s
scalability potential.

Other PoCs are currently on going, including
projects in MetaHealth, in partnership with
UFMG and Unifesp, as well as an internation-
al collaboration between the startup Ring0
and RENU, Uganda's research and education
network. The initiative also promotes spe-
cialized mentoring, supports fundraising
efforts, and fosters connections with early
adopters, expanding RNP’s role as a plat-
form for technological experimentation and
contributing to transforming research out-
comes into innovative solutions with social
and economic impact. e

TECHNICAL
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COORDINATOR:
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POCS ARE CONNECTING
STARTUPS, RESEARCH, AND
ORGANIZATIONS TO VALIDATE
INNOVATIVE SOLUTIONS
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Presente!

Your Intelligent

Classroom

CLASSROOM ENGAGEMENT ANALYZED THROUGH

Al'AND 5G TO SUPPORT EBDUCATION

The Presente! - Your Intelligent Classroom
project explores the use of artificial intel-
ligence and computer vision to understand
student engagement in the classroom and
support improvements in the learning pro-
cess. Coordinated by RNP, and developedin
conjunction with Inatel and UFRJ, the solu-
tionisimplementedinan Inatel classroom. It
operatesover a private 5G network, ensuring
low latency, high reliability, and near real-time
processing capacity.

The system architecture leverages edge com-
puting to process multimodal data collect-
ed from multiple cameras in the classroom.
Through machine learning models and com-
putervision, the platformidentifies patterns
of behavior, interaction, and participation
throughout activities, enabling the estima-
tion of collective engagement levels.

Analyses are conducted based on aggregat-
ed and anonymized data, without individ-
ual identification of students, preserving
participants’ privacy. Processing occurs in
real time, without the need for permanent
image storage, ensuring greater security in
data handling.

From these analyses, the system gener-
atesindicators that can support professors
and educational managers in evaluating
pedagogical strategies and understanding

D)

classroom participation dynamics. In addi-
tion to engagement analysis, the project also
investigates complementary applications,
such as intelligent access control and auto-
mated attendance tracking through facial
recognition, contributing to the moderniza-
tion of academic management. e

TECHNOLOGY
TRANSFORMS
CLASSROOM DATA
INTO EVIDENCETO
IMPROVE LEARNING
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CT-CDIA: advancing R&D,
infrastructure and
innovation in Al

CONNECTING UNIVERSITIES AND R&D CENTERS IN THE NEW Al ERA

The world is experiencing a new techno-
logical era driven by advances in artificial
intelligence, which is rapidly transforming
science, industry, and education, impacting
all sectors of society. Asin the early days of
computer networks, Brazil faces significant
challenges, such as the lack of adequate
infrastructure for Al.

At the same time, the training of human
resources capable of understanding, devel-
oping, and using Al technologies responsibly
remains insufficient. The rapid evolution
of this field is driven by trends such as the
emergence of agents capable of making
autonomous decisions or acting in a coor-
dinated manner.

RNP, which connects Brazilian institutions
and provides essential services forresearch
and education, can play a strategic role by
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offering Al research services that stimulate
collaboration and innovation. An initiative
aligned with this effort is CT-CDIA - Techni-
cal Committee on Data Science and Artificial
Intelligence.

The committee will promote lectures, work-
shops, and panels with experts from Brazil
and abroad to discuss emerging Al technol-
ogies and their potential benefits for society.
Its objectives include identifying the needs
of the community for research, education,
and implementation, as well as discussing
how RNP can develop platforms to evaluate
Al systems under realistic conditions, inte-
grating infrastructure and distributed data
across the country. These actions aim to
strengthen Brazil's capabilities in advanced
digital technologies. o
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ROLE IN THE Al ERA
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Technical committee
on identity and access
management (CT-GId] .

TECHNOLOGY FORESIGHT IN IDENTITY MANAGEMENT

Established by RNP in 2010, the committee
aims to develop technical recommendations
and project a future vision for RNP in the
fields of Identity and Access Management
(IAM)and Authentication and Authorization
Infrastructures(AAl). Participationin CT-Gld
is open to specialists and professionals
working in related areas, fostering techni-
cal diversity and expanding contributions
to the sector.

The committee operates in annual cycles,
tracking key developments from academia
and industry. It promotes initiatives such
as lectures, technical studies, and the

development of proof-of-concept projects.

The future vision report, updated every two
years, identifies trends that may evolve
current services, drive new services, or
shape business models for RNP in the field of
identity and access management. The 2025
report highlights trends such as decentral-
ized digital identity, agentic identity, identity
for workload, and zero-trust architectures.
In 2026, the committee is working on a new
format for the vision report, including an
executive summary version and a more
detailed version to support academia and
RNP in identifying trends in the field. o

DECENTRALIZED DIGITAL IDENTITY
AND AGENTIC Al ARE KEY TRENDS
IN IDENTITY MANAGEMENT

)
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Digital Twins
of RNP’s Netwaorks

VIRTUAL LABORATORIES FOR THE DIFFERENT NETWORKS

OF THE RNP SYSTEM

This initiative aims to create virtual network
laboratories using digital twins of the differ-
ent networks within the RNP System, such
as the national backbone (Ipé Network) and
metropolitan networks.

Leveraging the expertise of network analysts
from RNP Points of Presence and academic
researchers, open tutorials are created to
explore and disseminate new methodologies,
paradigms, and network tools, relevant even
for real-time network operations, research,
and experimentation.

In 2026, the project is expected to focus on
end-to-end network services, serving as an
environment for development, testing, and

7

Topology

a Configurations

E

netreplica

:

o
&

COLLABORATIVE
EVOLUTION OF RNP
NETWORKS BETWEEN

OPERATORS AND

training of: 1) network infrastructure moni-
toring systems; 2) practical scenarios apply-
ing the use of Al in networks; and 3) dynamic
end-to-end circuit solutions for metropolitan
networks, spanning PoPs and the Ipé Network.

The main impact is enabling the evolution
of RNP networks toward a collaborative
model, with teams going beyond operation-
al roles, facilitating the execution of R&D
projects in partnership with academia, and
enabling the replication of environments in
real-world topologies for technology transfer
and knowledge exchange between R&D and

production teams. e

/ Laboratory e\\l

Stack Docker

4
-
Vs TN "
NetBox CONTAINERIab
b /

0

Topology
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Brazil is accelerating
toward 6G with state-
of-the-art computing
infrastructure and

% TECHNICAL
AR INFORMATION

artificial intelligence

HPC INFRASTRUCTURE EXPANDS BRAZILIAN RESEARCH IN 6G NETWORKS

Launched in 2021, the Brasil 6G Program has
established itself as a strategic initiative to
position the country not only as a consumer,
but also as a developer of technologies and
standards for the next generation of mobile
networks

Funded by MCTI through RNP's Advanced
Internet R&D program, the project is being
carried outin partnership with Inateland CPQD.
It is currently in its third phase, focused on
integrating artificial intelligence and devel-
oping the 6G Experimentation Platform.

To support this stage, the initiative includes
investments of more than RS5 million in cut-
ting-edge equipment. This infrastructure
includes software-defined radios, proto-
col and spectrum analyzers, as well as an
advanced high-performance computing

(HPC) solution with Al capabilities.

Withtheseresources, it becomes possible to
validate radio access technologies and core
network components, enabling researchersto
process large volumes of data to train machine
learning models for 6G networks

Phase 3 has already brought together around
144 professionals and 77 scholarship holders,
generating meaningful results in scientific
output, software development, patent filings,
talent development, and prototype creation.
By uniting leading institutions such as UFPA,
UFC, Unicamp, UFSC, UFRJ, Unisinos, and UFG,
the Brazil 6G Program strengthens nation-
al scientific collaboration and prepares the
country for the challenges of an increasingly
connected future. o

Brasil&.=

PHASE 3 FOCUSES ON HPC AND AITO
STRENGTHEN TECHNOLOGICAL SOVEREIGNTY
AND NATIONAL INNOVATION IN 6G
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OpenRAN@Brasil Program

OPEN INFRASTRUCTURE, INNOVATION, AND COLLABORATION

IN MOBILE NETWORKS

The OpenRAN@Brasil Program has estab-
lished itself as the leading national initiative
for the research, development, and validation
of Open RAN technologies in realistic and
interoperable environments. Structured as
a multi-institutional testbed, the program
brings together universities, research centers,
and industry partnersto accelerate the matu-
rity of open solutions for mobile networks.

Throughout its evolution, organized into
three complementary phases, OpenRAN®@
Brasil has advanced the implementation of
a laboratory infrastructure for integrating
radio modules, control software, orchestra-
tion, and management, addressing concrete
challenges in interoperability, performance,

and automation.

The environment enables experimentation
with disaggregated architectures, end-to-
end integration testing, and the evaluation
of use cases aligned with national demands.
More than a technological platform, the pro-
gram acts as a catalyst for the development
of specialized humanresources, international
collaboration, and the strengthening of stra-
tegic competencies.

By promoting open standards and collabora-
tive ecosystems, OpenRAN@Brasil contrib-
utes to increasing national competitiveness
and strengthening technological sovereignty
in mobile networks. e

NATIONAL TESTBED DRIVES INNOVATION @
AND SOVEREIGNTY IN OPEN RAN NETWORKS

Status: Completed
PHASE 1 Duration: 36 + 4 months
[extension]
R&D in management, control,
and orchestration layers. Tes'hed
ervice Management and o2 slles
Orchestration (SMO) © Campinas (SP)
. 3e I ice M-nagler;\‘em and © Rio de Janeiro (RJ)
rchestrati
« RAN Intelligent Controller g:,':g,‘:f:" cfichen antidisagoregated
« SDN, P4 and DWDM in © Packet, optical and wireless
fransport ayers
« Front-haul SD-P! Open calls for prnpnsals for academic
« Cloud/Edge orcheslratlon institutions and startup:

PHASE 2 Status: Ongoing

Duration: 30 + 12 months (extension)

R&D in hardware

* DevelopmentofaRadio  ggp in software

« Motivation: most RIC xApps/rApps

expensive element in the

arEhite citire R&D in cybersecurity

lintegration of results
into the testbed

* Few
suppliers/manufacturers

2021 2022 2023

PHASE 3

Status: Ongoing
Duration: 36 months

R&D in applications only possible
on Open RAN infrastructures, in
different use cases:

Testbed expansion « Industry
t least one site in ; Agricutture
e region ealth
« Selection of . Educatmn
roposals from STI
institutions . Educanunalgames
« Regulatory sandbox

2024 2025 2026
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OBSERVATORIO
(.) NACIONAL DE
BLOCKCHAIN

Brazilian
Blockchain
Observatory:
a model

for scientific
dissemination

M TECHNICAL
ke INFORMATION

DATA CURATION, COMMUNITY ENGAGEMENT, AND PUBLIC INTEREST EDITORIAL

The Brazilian Blockchain Observatory has
been consolidating itself as an institutional
model for scientific dissemination based on
data curation, community engagement, and
afocus on public-interest information. From
April 2025 to March 2026, the platform has
mapped more than 580 blockchain initiatives;
indexed approximately 2.2 million scientific
outputs—including theses, dissertations, and
articles—; organized more than 10 meetings
of the Blockchain Specialists Community;
reported around 130 use cases; and reached
1,700 users on LinkedIn. The Observatory
team has interviewed 11 researchers in the
field, established five strategic partnerships,
and participated in 13 events to promote ini-
tiatives and objectives related to strength-
ening the blockchain ecosystem in Brazil.
Overall, knowledge production and data gov-
ernance efforts have resulted in seven publi-
cations, including articles, technical reports,
and scientific dissemination materials. In this

45)

COMMITTEE:
Barbara Evellyn
and Larriza Thurler
(RNP); Luana Cruz

way, the Observatory goes beyond traditional (jornalista); Glauber
information dissemination models and estab- Gongalves (UFPI);

lishes i It i | h | Ismael Avila e Silvia
ishes itself as a replicable methodology, Marion (CPQD),
primarily based on the mediation and co-pro- contato@

duction of knowledge. In the near future, the observatorioblockchain.

org.br

Observatory will expand its scientific output
indicators and strengthen its focus on the
connections generated within the commu- @ PARTNER

; ) S } INSTITUTIONS
nity, enhancing visibility and collaboration
among 'stakeh.olde.rs |r'1 smence,.techno.lo— Ibict/BrCris,
gy, and innovation, in alignment with Brazil's iColab, Polkadot

national innovation agenda. e Education, Cardano
Academy

THE OBSERVATORY S on coo
WILL EXPAND INDICATORS
AND STRENGTHEN

FOCUS ON NETWORKED
CONNECTIONS
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lliada:
ntegrating

RESEARCH,
EXPERIMENTATION,
AND INNOVATION
IN BLOCKCHAIN

Distributed Ledgers,
nfrastructure

and Decentralized

Applications

Coordinated by Softex and executed by RNP
and CPQD under the PPI Softex Program,
the lliada Project launched three public
calls and selected 13 working groups and
four startups to develop applications and
expand scientific knowledge in blockchain.
R&D activities mobilized 106 fellows, in addi-
tion to the RNP team. The solutions were val-
idated in a multi-platform testbed, enabling
researchers and developers to experiment
with different blockchain platforms and
architecturesinacollaborative environment.
The project also developed the EasylLedger
tool, which facilitates and automates the
creation of blockchain networks in experi-

mental environments. The infrastructure
includes eight dedicated servers hosted at
RNP Points of Presence distributed across
the country, totaling a computing capacity
exceeding 500 CPU cores, more than 2 TB
of RAM, and approximately 40 TB of storage.
This setup provides a robust infrastructure
forlarge-scale experimentation. Another key
outcome of lliada is the Brazilian Blockchain
Observatory, a platform that curates data,
research, andinitiatives, supporting the map-
ping and visibility of the blockchain ecosys-
temin Brazil. The following section highlights
some of the project’s initiatives. e

R&D ACTIVITIES MOBILIZED
106 FELLOWS FROM 23
INSTITUTIONS, IN ADDITION
TO THE RNP TEAM
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Researchers from
23 universities

Over

100 fellowships
supporting RD&l

2 fellowships

IN science communication

13 research
groups using
the testbed

5 startups
involved
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® Blockchain

CarboniD

A PLATFORM FOR MANAGING AND TRACKING DIGITAL ASSETS

CarbonlDisatechnological platform designed
to enhance transparency, traceability, and
reliability throughout the lifecycle of projects
and digital assets, such as carbon credits. The
solution integrates emerging technologies,
including blockchain, smart contracts, and
Decentralized Digital Identity (DID), enabling
the registration, validation, and tracking of
all stages associated with the creation, cer-
tification, and use of assets. By leveraging
blockchain, the platform ensures immutable
and auditable records of project data and
metadata, creating a trusted repository that
helps reduce inconsistencies, strengthen
trust among ecosystem participants, and

/.

o
o ) CarboniD
-o
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support auditing and verification processes
across different institutions. Additionally,
the adoption of DID mechanisms enables the
authentication and accountability of enti-
tiesinvolved in platform operations, such as
project developers, auditors, certifiers, and
buyers, ensuring that each record is linked
to verifiable digital identities. The platform
also provides tools to monitor the history
and status of projects and assets, promot-
ing greater visibility, governance, and data
integrity. In this way, CarbonID contributes
to strengthening credibility and transparency
in carbon markets and other traceable digital
asset ecosystems. o

CARBONID
INTEGRATES
BLOCKCHAIN AND
DID TO ENSURE
TRACEABILITY OF
ENVIRONMENTAL
ASSETS
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Vaorer @

. [
gy : ! | -!.!y !J’;_ —@

Certficado carregado

Reverse proxy
uuuuu jomae

Orquestration Layer
5 P —

A BLOCKCHAIN-
BASED CHAIN OF

® Blockchain

Hyperledger Fabric
Blockchain Network

Applications

ChainGuard:

a solution for preserving

the chain of custody
of digital evidence

The concept of chain of custody was incor-
porated into the Brazilian legal framework
through Law No. 13,964/2019, which intro-
duced provisions in the Criminal Procedure
Code to ensure the traceability, integrity,
and authenticity of evidence used in inves-
tigations and judicial proceedings. In this
context, it is essential to ensure that digi-
tal evidence is preserved and documented
throughout its entire lifecycle. To address
these requirements, the ChainGuard project
developed a blockchain-based digital infra-
structure for managing the chain of custody
of digital evidence, replicating operational
workflows used by public security agencies,
as well as supporting applications for collec-
tion, recording, and auditing of evidence. The
solution is composed of three main compo-
nents: user applications, including a mobile
application for field data collection and a
web application for administrative manage-
ment; an orchestration layer responsible for

49)

integrating and controlling system requests;
and a permissioned blockchain network
based on Hyperledger Fabric, used as an
immutable transaction ledger. Comple-
menting the system, an off-chain immutable
database stores evidence and metadata.
By integrating distributed records, digital
signatures, and cryptographic traceability,
ChainGuard demonstrates the potential of
blockchain technology to strengthen the
integrity and auditability of digital evidence
chains of custody. e

BLOCKCHAIN
ENHANCES THE

CUSTODY SOLUTION

@

RELIABILITY OF DIGITAL

EVIDENCE CHAIN OF
CUSTODY IN BRAZIL
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® Blockchain

Enhancing the
production chain and
strengthenm%food

security in

BLOCKCHAIN SERVING FAMILY FARMING

Family farming accounts for 77% of agri-
cultural establishments in Brazil, playing
a strategic role in ensuring food reaches
the population’s table. Despite its relevance,
the sector faces the challenge of balancing
tradition and innovation to meet regulato-
ry requirements such as Joint Normative
Instruction INC 02/2018 (MAPA/ANVISA).

In this context, the Smart Agro RAF Working
Group investigates the use of blockchain,
smart contracts, and trust infrastructure for
agri-food traceability in family farming. The
project is based on a decentralized, interop-
erable, and open-source architecture that
ensures producers retain sovereignty over
their data, reducing dependency on central-
ized platforms and associated costs, often
incompatible with the realities of small-scale
farmers. In this way, the initiative contributes
to advances in data governance, origin cer-
tification, and digital inclusion, while foster-
ing the development of scalable traceability
solutions applicable to public policies and
distributed supply chains. The solution meets
the regulatory requirements of INC 02/2018,
which governs traceability of fresh vegeta-
bles. Validated through the Family Farming
Traceability Program (PROAF), the platform
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iscurrently beingimplemented at Federal Uni-
versity of the Pampa (UNIPAMPA)in Alegrete
(RS) and is available online (proraf.com.br).
Its open architecture enables other trace-
ability systems to adopt its components,
supporting the dissemination of accessi-
ble, interoperable, and regulation-compliant
solutions. e

AN OPEN AND
FLEXIBLE
TECHNOLOGY

TO ENABLE
TRACEABILITY
AND STRENGTHEN
FOOD SECURITY

rt Agro RAF
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SWARM Working Group

SELF-SOVEREIGN WI-FI AUTHENTICATION ROAMING

The SWARM Working Group (Self-sovereign
Wi-Fi Authentication Roaming) emerged in
response to concerns about user privacy in
Internet service access. New Decentralized
Digital Identity (DID) technologies enable
individual ownership of credentials for ser-
vice authentication. In this context, the proj-
ect developed a Wi-Fiauthentication method
based on IEEE 802.1X, using the EAP proto-
col, integrated with Hyperledger Indy and
Cardano blockchain frameworks, aiming for
interoperability with eduroam. The solution
adopts verifiable credentials (VCs), stored
in users’ digital wallets, and supports the
issuance of verifiable presentations (VPs)
on demand for authentication. The soft-
ware developed includes an EAP-DID mod-
ule within a reference EAP implementation

(hostap/eapol), as well as a proxy compo-
nent (Hermes proxy) for communication M
between the module and the identity provider.
An architecture was also designed to inte-
grate system components and user data
models, enabling decentralized authenti-
cation. System performance was evaluated
against the EAP-MD5 method, with an aver-
age authentication time increase from 2 to
4 seconds. The project still faces challenges
in areas such as standardization of the new
EAP method, implementation of suppli-
cants, integration with digital wallets, deeper
performance evaluations, and governance
models for VCissuance. Nevertheless, it con-
tributes to amore secure ecosystemaligned

with privacy and user digital sovereignty. e
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® Blockchain

THE SWARM WORKING GROUP ENABLED
802.1X AUTHENTICATION WITH
DECENTRALIZED DIGITAL IDENTITIES
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® Blockchain

On-chain financial technology

with compliance for
regulated institutions

WHITE-LABEL SOLUTION FOR TRADING TOKENIZED ASSETS

Decentralized financial technology has
opened new possibilities for asset negoti-
ation and management, with programma-
bility and verifiable settlement. However, it
still faces challenges in regulated markets.
Centralized exchanges remain dependent on
custody, internal reconciliation, and central-
ized controls, while on-chain venues, open by
design, do not yet fully meet the compliance
requirements of financial institutions and
Virtual Asset Service Providers(VASPs). This
gap is where Levery positions itself.

As a white-label DEX stack focused on com-
pliance, the platform enables institutions to
create and operate compliant trading envi-
ronments for tokenized assets. The solution
abstracts the complexity of connection and
authorization of on-chain transactions: clients

can create their wallets within the institu-
tion’s environment, with seamless onboarding,
without relying on external wallet extensions.
At the same time, the institution retains full
control over credential management, usage
policies, and access recovery without compro-
mising user privacy. KYC, KYB, AML policies,
eligibility rules, and risk limits are enforced
through smart contracts audited by Levery
before any liquidity operations take place.
Additionally, the platform provides an admin-
istrative console, asset management policies,
monitoring tools, APlintegrations, and oracles
for rate adjustments. The result is an archi-
tecture designed to enhance institutional
governance, reduce complexity forend users,
and bring DeFi closer to the requirements of
regulated financial markets. o

LEVERY COMBINES ON-CHAIN SETTLEMENT,
COMPLIANCE, AND INSTITUTIONAL GOVERNANCE
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LedgerNFT: a platform for

modeling, i

ssuance, and

control of :Jredlct|ve
lifecycle NFTs

TOKENIZED MANAGEMENT OF RELEVANT DIGITAL DOCUMENTS (RDD)

LedgerTec's patented Predictive Lifecycle
(NFT-PC) NFT technology, combined with
its low-code/no-code platform for modeling,
issuance, and control of smart contracts
and tokens, redefines the management of
digital assets, particularly those associat-
ed with Relevant Digital Documents (RDD).
The approach transforms NFTs from simple
collectibles into structured instruments for
governance and compliance. Unlike conven-
tional NFTs, NFT-PC establishes predefined
rulesregarding who caninteract witha given
token, at what moment, and which attributes
may be modified, ensuring a predefined, finite,
and auditable workflow. This model enables
multi-institutional governance, allowing mul-
tiple entities (issuers and controllers) to col-
laboratively manage the lifecycle of digital

assets. Each token represents a single
digital asset, maintaining a unique digital
instance from issuance through delivery
to the final recipient. Additionally, a digital
anchor ensures that preservation-related
state changes generating new versions of
the asset do not compromise the integrity
of previous views held by stakeholders and
recipients. The project involves modeling
pilot applications based on NFT-PC using
the LedgerNFT platform, exploringhow NFTs
can incorporate logic, temporality, and data
throughout their lifecycle in real-world sce-
narios. The goal is to position NFTs as com-
plementary system components to support
traceability, cooperation, and integration
across data and digital assets. o
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TOKENIZED MANAGEMENT OF DIGITAL ASSETS GOVERNED

BY FINITE MULTI-INSTITUTIONAL WORKFLOWS
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® Blockchain

Blockchain for analytical

governance in supply

chains

INFRASTRUCTURE FOR VALIDATION AND TRACEABILITY OF RAPID TESTS

The reliability of analytical data is essen-
tial in supply chains subject to strict requ-
lation, such as agriculture, environmental
monitoring, and international trade. In these
contexts, laboratory methods considered
gold standards continue to serve as refer-
ences for certifications and audits. However,
their large-scale application is often limited
by costs, response time, and operational
complexity. To expand analytical monitoring
capabilities throughout production process-
es, Sollytech developed a blockchain-based
digital infrastructure focused on traceabili-
ty and governance of analytical data, within
the scope of the Iliada Program. The solu-
tion integrates three main components: a
permissioned blockchain network based

¢ soLLYTCH
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on Hyperledger Fabric, functioning as an
immutable registry of analytical evidence;
a machine learning module responsible for
automated evaluation of assay tests; and an
integration layer that connects analytical
devices, users, and distributed infrastructure.
Unlike traditional blockchain applications
focused solely on data storage, thisarchitec-
ture incorporates analytical logic into trans-
actional workflows through smart contracts
capable of executing inferences from models
trained off-chain. As aresult, measurements
performedin the field generate verifiable and
auditable evidence in real time, increasing
transparency and strengthening quality con-
trol processes across supply chains. e

BLOCKCHAIN
ENABLING ANALYTICAL
MEASUREMENTS TO
BECOME AUDITABLE
EVIDENCE IN

SUPPLY CHAINS
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Acredita Working Group:

verifiable credentials for
Digital Identity and Access

APPLICATION OF THE DECENTRALIZED DIGITAL IDENTITY MODEL

Today, most information systems rely on
centralized identity management models or
“identity silos”, where users’ personal data is
stored by institutions acting as identity pro-
viders. Even when consent exists, users have
limited control over their own information.
To address this gap, the Decentralized Dig-
ital Identity (DDI) model shifts control back
to the user, enabling individuals to manage
their own data and decide what to share and
with whom. Through mechanisms such as
zero-knowledge proofs and selective disclo-
sure, it becomes possible to perform transac-
tions by revealing only the strictly necessary
information. Within this context, the project
developed Proofs of Concept (PoCs) to vali-
date the use of Verifiable Credentials (VCs)
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as an authentication factor for users. Two
main approaches were explored:

1. Hyperledger Indy-based solution builtona
verifiable data infrastructure, leveraging the
technological maturity of previousinitiatives
within the lliada project.

2. walt.id-based solution developed using
the walt.id framework, a well-documented
and consolidated tool, aiming to establish
a reference model for developers seeking
to implement DID in real-world applications.

Additionally, the project included a survey of
open-source digital wallets, identifying solu-
tions with the best usability and alignment
with the technological choices adopted. o

DEVELOPMENT OF
ISSUER AND VERIFIER
APPLICATIONS FOR
VERIFIABLE
CREDENTIALS
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® Blockchain

From paper to digital: Al and
blockchain in the management
of academic collections

INTELLIGENT AUTOMATION OF DOCUMENT DIGITIZATION

IN HIGHER EDUCATION INSTITUTIONS

Brazilian higher education institutions have
accumulated, over decades, large volumes of
physical academic documents, such as stu-
dent records, administrative files, and other
institutional materials. The digitization and
organization of these collections represent
a significant challenge for universities and
research centers, both due to operational
complexity and the need to ensure integrity
and retrieval of information. Within this con-
text, the DAIESEB project, developed under
the lliada project, proposes a technologi-
cal solution that leverages Artificial Intelli-
gence, computer vision, and blockchain to
support the digitization and organization of
academicarchives. The platform enables the

Al AND
BLOCKCHAIN
APPLIED TO THE
PRESERVATION
AND
MANAGEMENT
OF ACADEMIC
DOCUMENTS
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processing of digitized documents, including

automated text extraction using OCR tech-
nigues and metadata structuring to facilitate

organization and retrieval of academic infor-
mation. As an additional security layer, cryp-
tographic evidence of processed documents

is recorded on a Hyperledger Fabric-based

blockchain network, ensuring integrity and

traceability over time. The solution was devel-
oped using a microservices-based archi-
tecture, enabling scalability and integration

with existing academic systems. In this way,
theinitiative contributes to advancing digital

transformation in Brazilian higher education,
aligning with national initiatives such as the
Digital Diploma and the Student Journey. o
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Al-Powered Metadata
Extraction and Classification
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® Cybersecurity

Hackers do Bem

TRAINING PROFESSIONALS AND DEVELOPING

CYBERSECURITY SOLUTIONS

The Hackers do Bem program aims to train
cybersecurity professionals and support
the development of innovative solutions
to strengthen the national cybersecurity
ecosystem.

The program is structured in a progressive
track that combines theoretical classes and
hands-on activities, enabling students to
apply the knowledge acquired in areal-world
environment. In addition to training, the pro-
gram promotes events such as Hackathons
and Capture The Flag (CTF) competitions,
which bring together technical challenges
and collaborative activities focused on
knowledge creation and sharing.

Within the R&D track, the program fosters
projects focused on developing new cyber-
security tools and solutions. These initiatives
are organized into 12 Working Groups across
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two cycles, involving more than 80 fellows in
applied research activities, resulting in the
training of qualified professionals to meet the
growing demand for cybersecurity expertise.

In this edition, the program presents results
from 5 Working Groups in the second R&D
cycle. Complementing these actions, the
program also advances the development
of a national cybersecurity hub, connect-
ing students, researchers, companies, and
public institutions, promoting cooperation
opportunities and strengthening the coun-
try’s cybersecurity capabilities.

By integrating training, applied research,
and institutional collaboration, Hackers do
Bem contributes to reducing the shortage
of specialists and strengthening cyberse-
curity in Brazil. e

TRAINING,
INNOVATION AND
COLLABORATION
TO STRENGTHEN
CYBERSECURITY
IN THE COUNTRY
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Videohot: when learning
cybersecurity becomes an
Interactive experience .

TECHNICAL
INFORMATION

® Cybersecurity

MULTIMEDIA APPLICATIONS AND Al CAN TRANSFORM LEARNING

In a context where technology education
evolves rapidly, student engagement does
not always keep pace, making new teach-
ing approaches essential. In this scenar-
io, Videobot emerges as an approach that
combines interactive multimedia applica-
tions, digital storytelling, and data analysis
to support cybersecurity education. The ini-
tiative integrates the Hackers do Bem Pro-
gram and is based on a simple idea: turning
small moments of everyday life into learning
opportunities. Instead of long sessions of
expository content, students interact with
short, structured episodes in which their
decisions influence the unfolding of the nar-
rative.Unlike traditional video-based lessons,

where students passively consume con-
tent, Videobot uses interactive multimedia
applications that respond to user choices.
Each decision generates feedback within the
narrative itself, allowing students to visual-
ize consequences and learn through experi-
mentation. Throughout the experience, the
system captures interaction data—such as
decisiontime, navigation paths, and response
patterns—which can be analyzed to better
understand learning behavior. Thisinfrastruc-
ture enables the use of artificial intelligence
for content recommendation, doubt clarifi-
cation, and the adaptation of learning paths,
contributing to a new generation of digital
learning tools. e

IN VIDEOBOT, EACH CHOICE
SHAPES THE NARRATIVE AND
HELPS PERSONALIZE LEARNING

®
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® Cybersecurity

We Got Hacked!

an educational game on
cyber incident response

A GAME THAT SUPPORTS DECISION-MAKING

We Got Hacked! is a simulation game inspired
by the day-to-day operations of a Security
Operations Center (SOC), designed to teach
incident response processes and strengthen
decision-making skills. The project combines
engaging gameplay with realistic cybersecu-
rity incident scenarios. It centers on a con-
flict between an oil company and a hacktivist
group. The player assumes different roles
within the incident response team of a Man-
aged Security Service Provider contracted
to monitor the company’s assets. The game

is structured into three phases of increas-
ing complexity, each representing a distinct

cyber incident. In the first phase, the play-
er must handle a phishing attack on the oil
company'’s website. To resolve the incident,
the player must make decisions guided by
a playbook. The second phase simulates a
ransomware attack triggered by a phishing
breach withinthe company. In the final phase,
the player must respond to a data breach
caused by the exfiltration of confidential data
by the hacktivist group. We Got Hacked! is
aninnovative cybersecurity education project
tailored to the Brazilian context; therefore,
the game was developed in Portuguese. o

THE GAME’S GOAL IS TO SUPPORT
THE TRAINING OF PROFESSIONALS

TO WORK IN A SOC
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Learn From Incidents:
ireal incidents become
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® Cybersecurity

training for cyber

defense

A SOLUTION INTEGRATING HANDS-ON TRAINING AND OPERATIONAL SUPPORT

Learning to respond to security incidents
goes beyond theory. It requires contact with
real-world situations, decision-making under
pressure, and an understanding of the oper-
ational flows used by frontline professionals.
Learn From Incidentes (LFI) Working Group
(WG) was created precisely to bridge train-
ingand operational practice by transforming
anonymized real incidentsinto learning expe-
riences and support for incident response.
Developed within the Hackers do Bem Pro-
gram, the project integrates four fronts:
anonymization of sensitive data, automated
classification of incidents using Al, human
validation by trainees and analysts, and a

0

gamified platform focused on skills devel-
opment. The result is a solution that helps
train new professionals while also making
the analysis and standardization of secu-
rity tickets in PoPs and CSIRTs more agile.
In 2025, LFI WG delivered a functional MVP,
validated with real incidents, and achieved
significantresultsinresearchandinnovation,
including papers accepted at national and

international scientific conferences. The next
stepistoexpandtheincident base, refine the
platform experience, and advance the con-
solidation of the solution as a reference for
training and support in incident response. e
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® Cybersecurity

Invada o CASTELO

TEACHING ATTACK AND DEFENSE IN SYSTEMS AND NETWORKS

A COMPLETE AND FLEXIBLE
PLATFORM FOR CYBERSECURITY
COMPETITIONS AND TRAINING

The CASTLE platform was designed to pro-
vide efficiency in hosting and simultaneously
managing multiple challenges, tracks, and
events. To achieve this, it uses virtualization
strategies, dynamically adjusting resourc-
es according to user profiles and demand,
with options for creating attack and defense
scenarios.

Although this model requires greater com-
putational resources, it offers a higher level
of isolation in CTF environments, which is
essential for certain types of challenges.
Given the current cybersecurity landscape,
an important challenge arises: ensuring
security in light of the constant evolution of
emerging technologies and the high value of
operations and stored data.
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Addressing this challenge requires train-
ing specialized cybersecurity professionals
capable of identifying vulnerabilities and
developing effective countermeasures. In
this context, the CASTLE platform serves as
atool that integrates didactic cybersecurity
challengesand practices, including activities
suchasred, blue, and purple team exercises.

The platformincludes training activities and
competitions tailored to the needs of indi-
viduals, groups, and institutions. Among its
distinguishing features are a gamification
system based on knowledge levels and a
recommendation system for activities, com-
petitions, and adversaries aligned with these
levels. o
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A New Frontier in Cyber

Threat Detection:
RNP Vulnerabilities

RAPID VALIDATION OF VULNERABILITIES IN THE RNP SYSTEM

The growing number of vulnerabilities in net-
works and applications demand agile and
automated solutions. SITV Working Group,
developed by UFRN during the 2nd Hackathon
RNP, was created to strengthen the digital
security of the RNP System through a web
platform focused on the identification and
mitigation of vulnerabilities.

The tool enables managers and analysts at
Points of Presence (PoPs) to validate vul-
nerabilities reported by SGIS within minutes,
without requiring deep technical expertise.
The processincludes federated login via CAFe,
vulnerability selection, automated validation,

<+ REDE SEGURA

RNP

Autonomia validando a
seguranca da rede da sua
instituicao

Somos a pl varredura de da RNP. Col

conectadas no controle da sequranca de rede — sem precisar acionar o suporte ou rodar
comandos no terminal.

»] Acessar plataforma

®

and the generation of professional reports
with specific remediation recommendations.

With API support for integration with other
systems, SITV WG promotes continuous val-
idation and interoperability. Results from the
Proof of Concept with PoPsin Bahia, Pernam-
buco, and Parana demonstrated improve-
ments in time efficiency, automation, and
compliance.

The project is consolidating itself as a signif-
icant step toward simpler, more adaptable,
and efficient security management across
the RNP System. e

(B Areade Testes.
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INFORMATION
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ACADEMIC
COORDINATOR:
Rildo Antonio

de Souza (RNP),
rildo.souza@rnp.br

TEAM:

Matheus Vidal,
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Isabela Gomes
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= SITV WG VALIDATES
SGIS NOTIFICATIONS

IN MINUTES FOR
RNP POPS VIA WEB
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® Cybersecurity

Technical Committee
on Cybersecurity

CYBERSECURITY DATA AVAILABLE TO THE COMMUNITY

The Call for Proposals under the Cyberse-
curity Technical Committee (CT-Cibersegu-
ranga) aimed to develop an infrastructure
for collecting, anonymizing, and publishing
cybersecurity datasets.

Vulnerability and incident reports collected by
RNP were made available by the Security Inci-
dent Response Center (CAIS). To anonymize
these reports, four projects were developed
by researchers from UFCG, UFF, UFRJ, and
Unipampa.

The projects focused on developing an open-
source workflow with tools and methods to
transform and analyze the usefulness of ano-
nymized output data. The approachincludes
an automated anonymization method that

-

k-anonymity
'S 3 75 5 N mer)

HT’/”)
@). 7

ENCRYPTION
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applies k-anonymity through suppression
of structured attributes and regression with
Bayesian optimization.

It also incorporates a semantic anonymiza-
tion algorithm using Transformer-based lan-
guage models for data labeling, as well as a
pseudonymization method based on HMAC-
SHA256 to generate strong and reversible
pseudonyms.

The next step is to make the results of these
projects and the anonymized cybersecurity
datasets available to the community, address-
ingademand raised by Cybersecurity Techni-
cal Committee members to support scientific
research. e
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MaisAc¢ao: Gamifying
Curricular Integration
of Extension Activities

AN AI-BASED PLATFORM

Curricularintegration of extension activities

isacentral strategy for connecting teaching,
research, and extension, promoting socially

relevant education aligned with real-world

demands. However, there is still a lack of
technological tools that supportitsintegrated

implementation—especially regarding the sys-
tematic management of institutional evidence

and student engagement—given the require-
ment that at least 10% of course workloads

be dedicated to extension activities.

In this context, the MaisAcao Working Group
proposes a platform to organize curricular
extension in an integrated way. The solution
enables the academic community to register

e—e Platform Employment

I

external demands directed to Higher Edu-
cation Institutions (HEIs), which are then
screened and forwarded to faculty members
or stored in an opportunity database.

Based on these demands, professors create
extension actions, open enrollment for stu-
dents, record evidence, and assign strategies
for engagement. The platform also provides
APIs for integration with academic systems,
dashboards for monitoring workload, and
Al-based features to streamline registration
processes, as well as a public module for dis-
seminatingresults. The toolis currently being
tested at UFRGS, UFCSPA, UENF, and UFES. e

Evidence Recording on the Platform

o [> _ [> e
Society University
&,

= o
=
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I
Integration Dashboard Publicity
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TEAM:
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A PLATFORM THAT
ORGANIZES THE ENTIRE
PROCESS OF CURRICULAR
INTEGRATION OF
EXTENSION ACTIVITIES
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Towards CAFe 2.0:

BA

TA WG Proposes

a New Federated
Infrastructure

PROJECT MODERNIZES THE ACADEMIC FEDERATION

The Federated Academic Community (CAFe)
connects more than 320 education and
research institutions in Brazil, enabling stu-
dents, professors, and researchers to use
theirinstitutional credentials to access digital
services offered by different organizations.

Many end users are not aware that the avail-
ability of CAFe-enabled services and applica-
tions still occursin a limited way. As aresult,
CAFeis often perceived merely asanaccess
mechanism to RNP services, ratherthanasa
broader environment for digital collaboration.
In this context, the Working Group on Aca-
demic Interoperability Framework (BAITA
WG) proposes an evolution of the federation.
The initiative seeks not only to modernize
CAFe technologically, but also to reposition

THE PROJECT
PROPOSES A NEW
ARCHITECTURETO
EXPAND THE ROLE OF
CAFE IN ACADEMIC
COLLABORATION

0)

it as an ecosystem for academic interopera-
bility, promoting integration and expanding
the sharing of digital services and resources
among institutions.

Among the key components of this frame-
work are: a Federation Management System,
which simplifies onboarding and the admin-
istration of identity and service providers; a
User Portal, designed to integrate user ser-
vices within their home institution and RNP
into a single environment, using federated
authentication, along with data collection
for service metrics and observability; and
a Web Application Firewall (WAF), which, in
addition toits traditionalrole, also functions
as a syntactic and semantic normalizer for
user identity attributes. o

GTBaita "

END USERS
Access to amodemn portal with

cutting-edge services through
institutional login

INSTITUTIONS
Simplified observability and

management of your applications
and identity providers

RNP

reduced support and technical
maintenance of the federation

Increased value offerings to institutions,
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Boa noite. Diga os nomes dos pesquisadores e sua instituigéo atual.

TURN ACADEMIC
DATA INTO
MANAGEMENT
INTELLIGENCE

Quais as areas de atuacao do Reginaldo Cordeiro?

*

&

0.0 que deseja saber sobre PPG?

Intelligent Academic
Management with the

AVID

Al Plataform

INTEGRATED SCIENTIFIC DATA FOR STRATEGIC DECISION-MAKING

The AVIDA.Al platform supports course coor-
dinators and graduate programs in making

data-driven decisions based on consolidat-
ed information. By automatically integrating

multiple national and international academic

databases, the solution organizes, cross-ref-
erences, and interprets scientific information

in a strategic way.

Through automated analysis capabilities,
natural language processing, and artificial

intelligence, AVIDA enables continuous mon-
itoring of research output indicators, eval-
uation of national and international impact,
tracking of funding opportunities, mapping of
collaborations among researchers, and iden-

tification of strategic opportunities.
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The platform also supports the continuous
improvement of graduate programs. Coor-
dinators move beyond simply monitoring
evaluations and begin conducting ongoing
self-assessments, anticipating risks and
strengthening program planning.

Its conversational interface functions as a
management copilot, answering strategic
questionsin natural language and transform-
ing dispersed data into objective insights
about the real situation of the program going
beyond traditional reports.

AVIDA promotes evidence-based governance
and continuous improvement of institutional
performance. e
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SIGAME: From Video to

Study Material in Minutes

Al TO TRANSFORM RECORDED LECTURES

INTO SUPPLEMENTAL CONTENT

INnputs
Outputs
Video
@
Class Summaries
o % notes flashcards
> - >
Content Transcption  Text structure Slide
Slides extraction cleanup organization syncing

Recorded lectures, webinars, and train-
ing sessions are multiplying in educational
institutions, but the content remains largely
confined to hours of video. Reviewing, locat-
ing a specific section, and transforming the
recording into study or reference materi-
al often requires time and effort. SIGAME
(Intelligent System for Automatic Generation
of Educational Materials) solves this bottle-
neck: from a video uploaded as a file or link,
the solution produces materials ready for
study and research. When the user attaches
a PDF of slides, the images are incorporated
throughout the text asareference, facilitating
reading, navigation, and comprehension.

= | =R

B Clean
Quizzes text

With SIGAME, the same content can become
detailed, organized lecture notes, objective
summaries, flashcards, and exercise lists,
as well as a processed text version, ideal
for searching and knowledge bases. In ini-
tial assessments, the preventative solution
reduces the time spent on reviewing and
organizing material by approximately 60%,
compared to the common transcription work-
flow and processing with generic Al.

SIGAME is developed within the scope of
RNP’s Advanced Services R&D Program,
aimed at the teaching and research communi-
ty, inpartnership with CRIAR, from CIn-UFPE. e

FROM VIDEO TO SUPPLEMENTAL
MATERIAL: FAITHFUL TO THE ORIGINAL
CONTENT, WITH INTEGRATED SLIDES

®
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loTEdu: Secure Connectivity

with Artificial Intelligence

for Academic loT

PLATFORM AUTOMATES DEVICE ONBOARDING AND RISK MONITORING IN 10T

In many Brazilian universities, it can still take
two to six business days to enable anloT device
on the network. In some cases, the process
raises security concerns due to the lack of
control and visibility over connected devices.

loTEdu addresses this challenge by providing
aconnectivity platform designed for academic
loT environments. Developed withinthe loTEdu
Working Group at RNP, coordinated by UNIPA-
MPAin partnership with UFRGS, UFU, and UFF,
the project delivers a specialized solution for
managing connected devices in teachingand
research contexts.

The platform enables rapid onboarding of loT
devices through federated authentication,
centralized inventory management, and the
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application of access policies tailored to aca-
demic environments.

Within minutes, faculty and researchers can
autonomously register devices, while IT teams
gainaccesstoaunified dashboard to monitor
connectivity, compliance, and device behavior.
Atits core, the platformis based onamultilay-
er security architecture integrating intrusion
detection systems (IDS) with machine learn-
ing techniques, capable of identifying known
attacks and detecting anomalous behavior
on the network.

Pilot deployments are planned for 2026 at
UNIPAMPA, UFRGS, and UFU, with potential
expansion to university hospitals, Industry 4.0
environments, and the agribusiness sector. e

10T DEVICES
REGISTERED IN
SECONDS AND
MONITORED
BY ARTIFICIAL
INTELLIGENCE
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LLMestre

Working Group

PROVISION AND CREATION OF ACADEMIC

CONTENT USING Al AGENTS

University professors face a significant work-
load when designing new courses, developing

content, and preparing teachingmaterials. This

workload often reduces the ability to update

courses frequently and limits the diversity of
disciplines offered.

To address this challenge, the LLMestre Work-
ing Group develops a platform to automate the
creation of educational content using special-
ized Alagentsintegrated with Large Language
Models (LLMs).

The platform implements an agent-based
framework using LangFlow, where different
Al agents perform specific tasks across the
content creation workflow.

Through a web interface, users can access

the platform and optionally integrate it with
Moodle via a plugin. For creating presenta-
tions and quizzes, users enter a structured
prompt and upload supporting documents
as input data.

Outputsare generated as structured teaching
materials. One of the platform's key design
principles is to ensure that content is gener-
ated strictly based on the materials provided
by the instructor, reducing the risk of LLM
hallucinations.

After generating a quiz, users can perform
a review step through a dedicated revision
input. The agents then refine the content
based on user feedback, ensuring alignment
with instructional objectives. o

Questions generation

Validator _

~ Review
input =l

THE LLMESTRE WORKING GROUP DEVELOPS
A PLATFORM TO AUTOMATE THE CREATION
OF EDUCATIONAL CONTENT

D)
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Sokrates.Al

A SOCRATIC KNOWLEDGE PLATFORM

Sokrates.Alisanintelligent mentor for higher
education, based on Generative Artificial Intel-
ligence and the Socratic Method, designed to

promote active learning, critical thinking, and

intellectual autonomy.

Unlike traditional tutors, it does not simply
provide answers; instead, it guides students
through questions, reflections, and challenges
that stimulate knowledge construction. The
solution addresses real-world higher educa-
tion challenges by offering personalized and
engaging learning experiences, placing the
student at the center of the teaching-learn-
ing process.

For institutions, the platform contributes to
increased engagement and reduced drop-
out rates. Using proprietary LearningFlow
technology, Sokrates.Al organizes knowledge

construction through adaptive learning jour-
neys based on Socratic dialogue.

Adigital twin of the learner models competen-
cies, knowledge gaps, and learning preferenc-
es, enabling personalized guidance. Inspired
by Self-Determination Theory, the platform
fosters autonomy, competence, and a sense
of belonging.

Learning is reinforced through exercises,
self-assessments, and challenges integrat-
ed into students’ daily routines.

Technically, Sokrates.Al is built on an agent-
based architecture, leveraging multiple intel-
ligent agents, specialized services, and Large
Language Models(LLMs). The platform trans-
forms passive knowledge consumptionintoa
continuous process of discovery and active
knowledge construction. e

PERSONALIZED LEARNING AND Al-
DRIVEN SOCRATIC MENTORSHIP
TO TRANSFORM EDUCATION

orsonalidade atual: Simplos | Feodback | | Davidas/Sugestdes/FAQ |  Calondario
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Plano de Estudos: IA Socratica na Educagéo Universitaria:

Viséo Geral

~ Hoje
Inteligéncia Educagso Sokrates.al
( J » e
(i o
> i
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iagogia e tecnolagias educacionais
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RAN

OpenRAN@Brasil is an MCTI program that promotes
open networks in Brazil through research, innovation,
and capacity building in 5G and beyond. Coordinated
by RNP and jointly executed by RNP, CPQD, Inatel,
and Eldorado, the initiative expands national testing
and infrastructure capabilities, fostering applications
in industry, agriculture, smart cities, and education.
The program is part of the Priority Program for
Advanced Internet Informatics (PPI) and is funded
under Law No. 8,248 of October 23,1991 (Brazilian

Informatics Law).

Learn how your institution can use the

0

%

program’s testbed:

O

https://openranbrasil.org.br/

MINISTERIO DA
CIENCIA, TECNOLOGIA
E INOVAGAO

EXECUTION ‘ COORDINATION ‘

RNP Cde ELDonnDo Inatel RNP

Project supported by the Ministry of Science, Technology and Innovation, funded under Law No. 8,248 of October 23,1991, in accordance with
regulations from the Secretariat for Entrepreneurship and Innovation.
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